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Abstract. The problem of designing distributed optimization algorithms that are resilient to
Byzantine adversaries has received significant attention. For the Byzantine-resilient distributed opti-
mization problem, the goal is to (approximately) minimize the average of the local cost functions held
by the regular (nonadversarial) agents in the network. In this paper, we provide a general algorithmic
framework for Byzantine-resilient distributed optimization which includes some state-of-the-art algo-
rithms as special cases. We analyze the convergence of algorithms within the framework, and derive
a geometric rate of convergence of all regular agents to a ball around the optimal solution (whose size
we characterize). Furthermore, we show that approximate consensus can be achieved geometrically
fast under some minimal conditions. Our analysis provides insights into the relationship among the
convergence region, distance between regular agents’ values, step size, and properties of the agents’
functions for Byzantine-resilient distributed optimization.
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1. Introduction. Distributed optimization problems pertain to a setting where
each node in a network has a local cost function, and the goal is for all agents in
the network to agree on a minimizer of the average of the local cost functions. In
the distributed optimization literature, there are two main paradigms: client-server
and peer-to-peer. Motivated by settings where the client-server paradigm may suffer
from a single point of failure or communication bottleneck, there is a growing amount
of work on the peer-to-peer setting where the agents in the network are required
to send and receive information only from their neighbors. A variety of algorithms
have been proposed to solve such problems in peer-to-peer architectures (e.g., see
[25, 5, 32, 24, 30]). The works [27, 38, 37] summarize the recent advances in the field
of (peer-to-peer) distributed optimization.

These aforementioned works typically make the assumption that all agents are
trustworthy and cooperative (i.e., they follow the prescribed protocol). However, it
has been shown that the regular agents fail to reach an optimal solution even if a single
misbehaving (or “Byzantine”) agent is present [35, 33]. Thus, designing distributed
optimization algorithms that allow all the regular agents’ states in the network to
stay close to the minimizer of the sum of regular agents’ functions regardless of the
adversaries’ actions has become a prevailing problem. Nevertheless, compared to the
client-server setting, there have been only a few works on Byzantine-resilient algo-
rithms in the peer-to-peer setup.
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Contributions. In this work, we consider Byzantine-resilient (peer-to-peer) dis-

tributed deterministic optimization problems. Our contributions are as follows.

(i) We introduce an algorithmic framework called REDGRAF, a generalization
of BRIDGE in [7], which includes some state-of-the-art Byzantine-resilient
distributed optimization algorithms as special cases.

(ii) We propose a novel contraction property that provides a general method
for proving geometric convergence of algorithms in REDGRAF. To the best
of our knowledge, this is the first work to demonstrate a geometric rate of
convergence of all regular agents’ states to a ball containing the true minimizer
for resilient algorithms under strong convexity. We also explicitly characterize
both the convergence rate and the size of the convergence region.

(iii) We introduce a novel mixing dynamics property used to derive approximate
consensus results for algorithms in REDGRAF, explicitly characterizing both
the convergence rate and final consensus diameter.

(iv) Using our framework, we analyze the contraction and mixing dynamics prop-
erties of some state-of-the-art algorithms, leading to convergence and con-
sensus results for each algorithm. Our work is the first to show that these
algorithms satisfy such properties.

(v) We demonstrate and compare the performance of the algorithms through
numerical simulations to corroborate the theoretical results for convergence
and approximate consensus.

2. Related work. The survey paper [40] provides an overview of some Byzantine-
resilient algorithms for both the client-server and peer-to-peer paradigms. Since we
are focusing on resilient algorithms for peer-to-peer settings, we discuss the following
research papers attempting to solve such problems. Papers [33, 35, 34] show that
using the distributed gradient descent (DGD) equipped with a trimmed mean filter
guarantees convergence to the convex hull of the local minimizers under scalar-valued
objective functions. Adopting a similar algorithm, [9] gives the same guarantee for
scalar-valued problems under deception attacks. The work [44] also considers the scalar
version of such problems but relies on trusted agents which cannot be compromised
by adversarial attacks. To tackle vector-valued problems, [39] proposes ByRDiE, a
coordinate descent method for machine learning problems leveraging the algorithm
in [33], while [7] presents BRIDGE, an algorithm framework for Byzantine-resilient
distributed optimization problems. Even though [39] and [7] show the convergence to
the minimizer with high probability (for certain specific algorithms), they require that
the training data are independent and identically distributed (i.i.d.) across the agents
in the network. While resilient algorithms with the trimmed mean filter are widely
used, e.g., [35, 33, 34, 9, 44, 7], the convergence analysis for multivariate functions
under general assumptions is still lacking. The work [31] proposes decentralized ro-
bust subgradient push, a resilient algorithm based on a subgradient-push method [26]
equipped with a maliciousness score for detecting adversaries. However, the work re-
quires that the regular agents’ functions have common statistical characteristics, and
does not provide any guarantees on the proposed algorithm. Papers [20, 21] intro-
duce SDMMFD and SDFD, resilient algorithms for deterministic distributed convex
optimization problems with multidimensional functions. These algorithms have an
asymptotic convergence guarantee to a proximity of the true minimum. However,
they do not provide the convergence rate for the proposed algorithms. In contrast,
the work [11] offers an algorithm with provable ezxact fault tolerance, but it relies on
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redundancy among the local functions and requires the underlying communication
network to be complete.

For distributed stochastic optimization problems, [29] introduces a resilient algo-
rithm based on a total variation norm penalty motivated from [2]. The recent paper
[10] also considers stochastic problems, and proposes an algorithm utilizing a distance-
based filter and objective value-based filter, but does not provide any performance
guarantees. The recent paper [6] which also considers stochastic problems especially
for machine learning, proposes a validation-based algorithm for both i.i.d. and non-
i.i.d. settings. In particular, the work theoretically shows a convergence guarantee for
the proposed algorithm under convex loss functions and i.i.d. data. The recent papers
[36] and [13] propose algorithms which converge to a neighborhood of a stationary
point for distributed stochastic nonconvex optimization problems.

As outlined in our contributions section, this paper addresses gaps in the existing
literature by demonstrating the geometric rate of convergence of all regular agents’
states to a ball containing the true minimizer for a class of resilient algorithms under
the strong convexity assumption. We also explicitly characterize the size of this ball.
Consequently, our work provides a convergence analysis under mild assumptions for
four resilient algorithms: (i) algorithms employing the trimmed mean filter (referred to
as CWTM), as studied in [35, 33, 34, 9, 44, 7]; (ii) SDMMFD, as considered in [20, 21];
(iii) SDFD, as introduced in [21]; and (iv) a resilient algorithm based on resilient vector
consensus (referred to as RVO) [28, 1]. For detailed descriptions of each algorithm,
please refer to subsection 4.3. In this section, we provide a comparative summary
of assumptions and theoretical results between our work and previous studies, as
outlined in Table 1.1

The table demonstrates that prior works on Byzantine-resilient distributed op-
timization mostly considered the decreasing step-size regime, typically under convex
local functions, leading to sublinear convergence at best. In contrast, our work ex-
plores constant step sizes under strongly convex local functions, which enables us to
achieve a linear rate of convergence for both optimality distance and consensus dis-
tance. However, this comes at the expense of obtaining an approximate consensus,
rather than an exact consensus.

3. Background and problem formulation.

3.1. Background. Let N, Z and R denote the set of natural numbers (including
zero), integers, and real numbers, respectively. Let Z, R>q and Ry denote the set of
positive integers, nonnegative real numbers, and positive real numbers, respectively.
For convenience, for an integer N € Z, we define [N]:={1,2,..., N}. The cardinality
of a set is denoted by |-|. Given positive integers F' € Z, and s > F, and a set of
scalars X = {x1,x9,...,2,}, define Mp(X) and mp(X) to be the Fth largest element
and F'th smallest element, respectively, of the set X.

3.1.1. Linear algebra. Vectors are taken to be column vectors, unless otherwise
noted. We use z(¥) to represent the fth component of a vector . The Euclidean
norm on R? is denoted by || -||. We use 1 and I to denote the vector of all ones
and the identity matrix, respectively, with appropriate dimensions. We denote by
{(u,v) the Euclidean inner product of vectors u and v, i.e., (u,v) = u’v and by
Z(u,v) the angle between vectors w and v, i.e., Z(u,v) = arccos (m) The
Euclidean ball in R¢ with center at &y € R¢ and radius r € R>¢ is denoted by

I1We use the terms “geometric convergence” and “linear convergence” interchangeably.
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B(zg,r) == {x € R?: || — zo|| < r}. For N € Z;, a matrix W € RV*¥ is (row-
)stochastic if W1 =1 and w;; >0 for all 4,j € [N]. For N € Z,, we use SV to denote
the set of all N x N (row-)stochastic matrices.

3.1.2. Functions properties. For a differentiable function f:R? — R and a
point & € RY, define the vector Vf(x) € R? to be the gradient of f at point .

DEFINITION 3.1 (strongly convex function). Given a nonnegative real number
i € R>q and differentiable function f : R? - R, f is p-strongly convex if for all a1,
To € Rd,

(3.1) f(®1) = f(®2) + (Vf(®2), @1 — 22) + gle — x|,
Note that a differentiable function is convex if it is 0-strongly convex.

DEFINITION 3.2 (Lipschitz gradient). Given a nonnegative real number L € Rxg
and differentiable function f:R? — R, f has an L-Lipschitz gradient if for all x,
To € Rd,

(3.2) V(1) = V()| < L2y — 2.

3.1.3. Graph theory. We denote a network by a directed graph G = (V,€),
which consists of the set of N nodes V = {vy,vs,...,o5} and the set of edges £ C
V x V. If (v;,v;) € &, then node v; can receive information from node v;. The in-
neighbor and out-neighbor sets are denoted by Ni® = {v; € V : (v;,v;) € £} and
NP ={v; €V (v;,v5) € £}, respectively. A path from node v; € V to node v; € V
is a sequence of nodes vy, , Vg, ,. .., Vk, such that vy, =v;, vy, =v; and (vg,,vk,,,) €E
for r € [l —1]. Throughout the paper, the terms nodes and agents will be used
interchangeably. Given a set of vectors {x1,Ts,...,Zx}, where each x; € R, we use
the following shorthand notation for all S C V: {x;}s = {x; € R?:v; € S}.

DEFINITION 3.3. A graph G = (V,E) is said to be rooted at v; € V if for all
v; € V\{v;}, there is a path from v; to v;. A graph is said to be rooted if it is rooted
at some v; € V.

We will rely on the following definitions from [22].

DEFINITION 3.4 (r-reachable set). For a given graph G and a positive integer
r€Zy, a subset of nodes S CV is said to be r-reachable if there exists a node v; €S
such that [N}™\ S| >r.

DEFINITION 3.5 (r-robust graphs). For a positive integer r € Z., a graph G is
said to be r-robust if for all pairs of disjoint nonempty subsets S1,S2 CV, at least one
of 81 or Sy is r-reachable.

The above definitions capture the idea that sets of nodes should contain individ-
ual nodes that have a sufficient number of neighbors outside that set. This will be
important for the local decisions made by each node in resilient distributed algorithms,
and will allow information from the rest of the network to penetrate into different sets
of nodes.

Next, following [3], we define the composition of two graphs and conditions on
a sequence of graphs which will be useful for stating a mild condition for achieving
approximate consensus guarantees later as follows.

DEFINITION 3.6 (composition). The composition of a directed graph G; = (V,&1)
with a directed graph Go = (V, &) written as Go 0 G1, is the directed graph (V,E) with
(vi,v;) €E if there is a vi, €V such that (v;,v) € &1 and (vg,v;) € Ea.
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DEFINITION 3.7 (jointly rooted). A finite sequence of directed graphs {Gr }re[x]
18 jointly rooted if the composition G 0 G 1 0---0 Gy is rooted.

DEFINITION 3.8 (repeatedly jointly rooted). An infinite sequence of graphs
{Gr}rez, is repeatedly jointly rooted if there is a positive integer q € Zy for which
each finite sequence Gg(x—1)+1,---,Yqk 8 jointly rooted for all k € Z .

For a stochastic matrix S € SV, let G(S) denote the graph G whose adjacency
matrix is the transpose of the matrix obtained by replacing all of S’s nonzero entries
with 1’s.

3.1.4. Adversarial behavior.

DEFINITION 3.9. A node v; €V is said to be Byzantine if during each iteration of
the prescribed algorithm, it is capable of sending arbitrary values to different neighbors.
It is also allowed to update its local information arbitrarily at each iteration of any
prescribed algorithm.

The set of Byzantine agents is denoted by Vg C V. The set of regular agents
is denoted by Vg =V \ V5. The identities of the Byzantine agents are unknown to
the regular agents in advance. Furthermore, we allow the Byzantine agents to know
the entire topology of the network, functions equipped by the regular nodes, and the
deployed algorithm. In addition, Byzantine agents are allowed to coordinate with
other Byzantine agents and access the current and previous information contained
by the nodes in the network (e.g., current and previous states of all nodes). Such
extreme behavior is typical in the field of distributed computing [23] and in adversarial
distributed optimization [33, 35, 41, 39, 8]. In exchange for allowing such extreme
behavior, we will consider a limitation on the number of such adversaries in the
neighborhood of each regular node, as follows.

DEFINITION 3.10 (F-local model). For a positive integer F € Z,., we say that the
set of adversaries Vg is an F-local set if IN/*NVp| < F for all v; € Vg.

Thus, the F-local model captures the idea that each regular node has at most F'
Byzantine in-neighbors.

3.2. Problem formulation. Consider a group of N agents V interconnected
over a graph G = (V,£). Each agent v; € V has a local cost function f; : R? — R.
Since Byzantine nodes are allowed to send arbitrary values to their neighbors at each
iteration of any algorithm, it is not possible to minimize the quantity % Zv ey fi(T)
that is typically sought in distributed optimization (since one is not guaranteed to
infer any information about the true functions of the Byzantine agents) [35, 33]. Thus,
we restrict the summation only to the regular agents’ functions, i.e., the objective is
to solve the following optimization problem,

(3.3) min f(x), where f(x): ! Z fi(x),

xcRd a |VR| Myl

where Vg represents the set of regular agents, and f;(x) denotes the objective function
associated with agent v;.

A key challenge in solving the above problem is that no regular agent is aware of
the identities or actions of the Byzantine agents. In particular, solving (3.3) exactly is
not possible under Byzantine behavior, since the identities and local functions of the
Byzantine nodes are not known (the Byzantine agents can simply change their local
functions and pretend to be a regular agent in the algorithms and these can never be
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detected). Therefore, one must settle for computing an approximate solution to (3.3)
(see [35, 33] for a more detailed discussion of this fundamental limitation).

Establishing the convergence (especially obtaining the rate of convergence) for
resilient distributed optimization algorithms under general assumptions on the local
functions (i.e., not assuming i.i.d. or redundancy) is nontrivial as evidenced by the
lack of such results in the literature. We close this gap by introducing a proper inter-
mediate step which is showing the states contraction property (Definition 5.4) before
proceeding to show the convergence (Proposition 5.7 and Theorem 5.8). Importantly,
the contraction property not only captures some of state-of-the-art resilient distrib-
uted optimization algorithms in the literature (Theorem 5.15) but also facilitates the
(geometric) convergence analysis.

4. Resilient distributed optimization algorithms.

4.1. Our framework. In this subsection, we introduce a class of resilient dis-
tributed optimization algorithms represented by the resilient distributed gradient-
descent algorithmic framework (REDGRAF) shown in Algorithmic Framework 4.1.
At each time step k € N, each regular agent? v; € Vr maintains and updates a state
vector x;[k] € R, which is its estimate of the solution to problem (3.3), and optionally
an auxiliary vector y;[k] € R? where the dimension d’ € N depends on the specific
algorithm. In our algorithmic framework, we let z;[k] = [«] [K], y,T[k:HT e R4 and,
similarly, z;[k] = [ilT[k],f/lT[k]]T € R4 In fact, REDGRAF is a generalization of
BRIDGE proposed in [7] in the sense that our framework allows the state vector z;[k]
to include the auxiliary vector y;[k]. In Algorithmic Framework 4.1, the operation

Algorithmic Framework 4.1. Resilient Distributed Gradient-Descent Algorithmic
Framework (REDGRAF).

Input: Network G, functions {f;}v,, parameter F'
1: Step I: Initialization
Each v; € Vg sets z;[0] + init(f;)

2: for £k=0,1,2,3,... do

3:  for v; € Vi do

4: Step II: Broadcast and Receive
v; broadcasts z;[k] to NP and receives z;[k| from v; € Nj». Let Z;[k] =
{Zj [k] ] E./\/iin U {Uz}}

5: Step III: Filtering Step
z,[k] « £i1t(Z[k], F) > Note: Z[k] = [&7 [k], g7 [k]]"
6: Step IV: Gradient Update

y;lk+1]=9;[k] (if exists),

where ayj, € Ry is the step size

7:  end for
8  zilk+1]=[@l[k+1],97[k+1]]" for v, e Vg
9: end for

2Byzantine agents do not necessarily need to follow the above algorithm, and can update their
states, however they wish.
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init(f;) initializes 2;[0] = [x][0], y7 [O]]T, and the operation £ilt(Z;[k], F') performs
a filtering procedure (to remove potentially adversarial states received from neigh-
bors) and returns a vector z;[k]. These functions will vary across algorithms, and will
be discussed for specific algorithms later.

4.2. Definition of some standard operations for resilient distributed
optimization. To show that our framework (REDGRAF) captures several existing
resilient distributed optimization algorithms as special cases, we first define some
operations that are used by existing algorithms. Throughout, let V;[k] C /" U {v;},
ilk) = (@, ] s oy and (K] = Ly, (k] e

o V;[k] + dist_£ilt(Vi[k], Zi[k], F):
Regular agent v; € Vg removes I states that are far away from y,[k]. More
specifically, an agent v; € V;[k] is in V;[k] if and only if
;K] — y; k|| < max{qar, [|@:i[k] — y,[K][[},
where gar = M ({||zs[k] — y;[k][l}o, evim)-
o Vi[k] + full mm £il1t(V;[k], Xi[k], F):
Regular agent v; € Vi removes states that have extreme values in any of their
components. For a given k € N and ¢ € [d], let @) =mp ({wg) [k]}v, k) and
qg? =Mp ({xg) [k]}v, %)) An agent v; € V;[k] is in Vi[k] if and only if for all
teld],
min{q", argé) [k} < Iy) [k] < maX{q](\? , a:y) [k]}.

o VO e  cwmm £i1t(V,[k], X;[k], F):
For each dimension ¢ € [d], regular agent v; € Vg removes the F' highest and

F lowest values of the states of agents in V;[k] along that dimension. More
specifically, for a given k € N and ¢ € [d], let q%) =mpg ({xff) (k] }y, [k]) and

qgé) = MF({a:g) [K]}v.(k))- An agent v; € Vi[k] is in f/i(e) [k] if and only if
min{gfy), o{” (K]} < [k] < max{a, (" K]}
o Z;[k] < full_average(V;[k], X;[k]):
Regular agent v; € Vg computes
(4.2) Zilkl= ) wilk] K],
vj €eV; [k]
where Zvjevi (5 Wij[k] =1 and wy;[k] € R for all v; € Vi[k].
o &,[k] « cw_average({V\"[k]}rcra), XilK)):

For each dimension ¢ € [d], regular agent v; € Vg computes

(4.3) B0 =Y w k],

ij J
v €V{O1k]
ij
o I;[k] < safe_point(V;[k], X;[k], F):
Regular agent v; € Vg returns a state &;[k] which can be written as
v; EVi[k]NVR

where w;;[k] € Rs for all v; € Vi[k] N Vg and Zvjevi[k]mvn w;;[k] =1. The
works [28, 1] discuss methods used to compute &;[k].

where w'") [k] € Rs for all v; € Vi(z) [k] and Zu»ev“)[k] wg) [k] =1.
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4.3. Mapping existing algorithms into REDGRAF. Using the operations de-
fined above, we now discuss some algorithms in the literature that fall into our algo-
rithmic framework.

Simultaneous distance-minmaz filtering dynamics (SDMMFD) [20, 21] and simul-
taneous distance filtering dynamics (SDFD) [21]: these two algorithms are captured
in our framework by defining z;[k] = [«7 [K], le[kHT where y;[k] € R%. In the initial-
ization step z;[0] < init(f;) (line 1) of both algorithms, each regular agent v; € Vg
computes an approximate minimizer &, € R? of its local function f; (using any ap-
propriate optimization algorithm) and then sets ;[0] € R? arbitrarily and y,[0] = &
In the filtering step 2;[k] < £11t(Z;[k], F') (line 5), SDMMFD executes the following
sequence of methods:

1. VASUE] « dist £ilt(NiP U {v;}, Zi[k], F),

2. VO E] «+— full mm £ilt(VIS[E], X (k] F),

3. ;k] + full_average(V,""™[k], X;[k]),
VK vepa)  cwmm £i18(NP U {v;}, Vilk], F),

5. §;lk] ¢ cw_average({V," [K]}sc(a). Yi[H]).
The first three steps compute the intermediate main state &;[k] while the last two steps
compute the intermediate auxiliary vector g;[k]. On the other hand, SDFD executes
the same sequence of methods except that step (ii) is removed and V""" [k] in step
(iif) is replaced by V&st[k]. Then, for both algorithms, we set Z;[k] = [ [k], &7} [k]]”.

Coordinatewise trimmed mean (CWTM) [35, 33, 34, 9, 44, 7] and resilient vector
optimization (RVO) based on resilient vector consensus [28, 1]: these algorithms are
captured by setting z;[k] = x;[k] (i.e., y;[k] = 0). In the initialization step z;[0] +
init(f;) (line 1) of both algorithms, the regular agents v; € Vg arbitrarily initialize
x;[0] € R In the filtering step z;[k] < £i1t(Z;[k], F) (line 5), CWTM executes the
following sequence of methods:

1. (VO e  cvmm £116(N" U {0;}, Xi[k], F),

2. &;k] + cw,average({Vi(E) (K]} ecia), XilK]),
whereas RVO executes

1. &;[k] + safe_point(Ni® U {v;}, X;[k], F).

In fact, the algorithms proposed in [2, 29, 10, 6] also fall into our framework.
However, in this work, we focus on analyzing the four algorithms above since they
share some common property (stated formally in Theorem 5.15), and we will provide
a discussion on the algorithms in the works [2, 29, 10, 6] in Remark 5.17.

=~

5. Assumptions and main results. We now turn to stating assumptions and
definitions in subsection 5.1 which will be used to prove convergence properties in
subsection 5.2 and consensus properties in subsection 5.3. Finally, in subsection 5.4,
we analyze certain properties of each algorithm mentioned in the previous section.

5.1. Assumptions and definitions.

Assumption 5.1. For all v; € V, given positive numbers p; € Ry and L; € R,
the functions f; are p;-strongly convex and differentiable. Furthermore, the functions
fi have L;-Lipschitz continuous gradients.

The strongly convex and Lipschitz continuous gradient assumptions given above
are common in the distributed convex optimization literature [42, 24, 38, 14, 15]. We
define L := max,,cy, L; and ji := min,, ey ;. Since {f;}y,evy are strongly convex
functions, let } € R? be the minimizer of the function f;, i.e., fi(z}) = mingcga f;(x).
Moreover, let ¢* € R and r* € R>q be such that x} € B(c*,r*) for all v; € Vx. Both
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quantities ¢* and r* exist due to the existence of the set {z}}y,, C R?. Let z* € R?
be the minimizer of the function f(x), i.e., the solution of problem (3.3). In other
words, f(z*) = mingepa f(x). For convenience, we also denote f* := f(x*) and
gilk] := V fi(i[k]).

Assumption 5.2. Given a positive integer F' € Z, the Byzantine agents form an
F-local set.

Assumption 5.3. There exists a positive number w € Ry such that for all k € N
and / € [d], the nonzero weights w;;[k] in full_average and safe_point, and wg) [k]
in cw_average (all defined in subsection 4.2) are lower bounded by w.

Now, we introduce certain properties related to algorithms within our algorithmic
framework (Algorithmic Framework 4.1). These definitions are crucial for proving
the convergence results in subsection 5.2 and the consensus results in subsection 5.3.
Specifically, the following definition captures a certain behavior of the aggregation
and filtering mechanism in Step III of the framework.

DEFINITION 5.4. For a vector ®. € R?, constant v € R, and sequence {c[k]}ren
C R, a resilient distributed optimization algorithm A in REDGRAF is said to satisfy
the (., v, {c[k]})-states contraction property if it holds that limy_, o c[k] =0 and for
all keN and v; € Vg,

(5.1) &[] — .|| <V max a5 [k] — 2|l + c[k]-

In the above definition, the vector x. is called the contraction center and the constant
v is called the contraction factor. In general, we want the contraction factor 7 to
be small so that the intermediate state &;[k] remains close to the center .. The
sequence {c[k]}ren captures a perturbation to the contraction term in each time step.
For a given vector x. € R?, we define

5.2 re:= max ||@. —x]].

(52) o= max [z~ ]|
Next, we introduce a property, concerning algorithms in Algorithmic Framework

4.1, that builds on the states contraction property by further specifying a range for

some of the parameters.

DEFINITION 5.5. Suppose Assumption 5.1 holds, and a resilient distributed op-
timization algorithm A in REDGRAF satisfies the (x.,7,{c[k]})-states contraction
property (for some x. € R, v € Rsg, and {c[k]}ren C R). Algorithm A is said to
satisfy the reduction property of

1

o Type-Iif y€[0,1) and o, = a € (0, f] :

o Type-II if v € [1,17%) and o, =« € (%(1— %),H
3

This reduction property, in particular, will be used to specify the conditions under
which an algorithm converges.

Let Vr = {vi,viy,...,vi,, |} denote the set of all regular agents. For a set of
vectors {u; }iey C R? and £ € [d], we denote u®) = [ugf),ugf), e 7“5?; ‘]T e RIVRI, the
R

vector containing the fth dimension of each vector u; corresponding to the regular
agents’ indices. The following definition characterizes the dynamics of all the regular
agents in the network which will be a crucial ingredient in showing the approximate
consensus result in subsection 5.3.
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DEFINITION 5.6. For a set of sequences of matrices {W(Z) (K]} ke, cea) C SIVI
and constant G € R>q, a resilient distributed optimization algorithm A in RED-
GRAF is said to possess ({W O[]}, G)-mizing dynamics if the state dynamics can be
written as

(5.3) 2© k+1]= w® [k‘]:r:(e) k] — gl k]

Jor all k € N and £ € [d], the sequences of graphs {G(W O [k]) ren are repeatedly
jointly rooted for all £ € [d], and limsupy, ||g;[k]||cc <G for all v; € Vg.

The matrix W© [k] is called a mizing matriz which directly affects the ability of the
nodes to reach consensus [3] while the constant G' quantifies an upper bound on the
perturbation (i.e., the scaled gradient ay,g¥)[k]) to the consensus process.

Later in subsection 5.4, particularly in Theorem 5.15, we will formally discuss the
(e, 7, {c[k]})-state contraction and the ({W¥)[k]},@)-mixing dynamics properties,
along with the parameter values for each algorithm considered in subsection 4.3.

5.2. The region to which the states converge. In this subsection, we derive
a convergence result for some particular algorithms in REDGRAF (Theorem 5.8).
We start by establishing convergence to a neighborhood around the center point x.
(Proposition 5.7). Following this, we present the main convergence theorem (Theorem
5.8), leveraging the fact that the minimizer x*, the solution to problem (3.3), resides
within this neighborhood (Lemma A.5 in Appendix A.4).

For convenience, if Assumption 5.1 holds and the step size aj = « for all k € N
we define

(5.4) B:=+1—aji.

We now present an intermediate result, demonstrating that the states of all the regular
agents will converge to a ball for all algorithms in REDGRAF that satisfy the reduction
property (Definition 5.5). The proof is provided in Appendix A.3.

PROPOSITION 5.7. Suppose Assumption 5.1 holds. If an algorithm A satisfies the
reduction property of Type-1 or Type-1I, then for all v; € Vg, it holds that

reValL
_ﬁﬂ'*

where x., T. and B are defined in Definition 5.4, (5.2), and (5.4), respectively. Fur-
thermore, if c[k] = O(€¥) and € € (0,1) \ {87}, then

(5.6) |@i[k] — || < R* + O((max{By/7, £}*) for all v; € Vx.

(5.5) limsup ||z; [k] — x| < R*,
k

We refer to R* in (5.5) as the convergence radius, and we denote B(z., R*) as
the convergence region. Additionally, the term (,/y in (5.6) is referred to as the
convergence rate.> In particular, the convergence region is the ball which has the
center at . and the radius R* depending on the functions’ parameters p; and L;, the
contraction factor 7, the constant step size a, and the constant capturing the position
of the contraction center r. (defined in (5.2)). We emphasize that the convergence
region does not depend on the contraction perturbation sequence {c[k]}ren as long
as the sequence converges to zero.

3In this context, a smaller convergence rate indicates faster convergence.

Copyright (©) by STAM. Unauthorized reproduction of this article is prohibited.



Downloaded 10/02/25 to 202.165.232.155 . Redistribution subject to SIAM license or copyright; see https://epubs.siam.org/terms-privacy

GEOMETRIC CONVERGENCE OF RESILIENT ALGORITHMS 221
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Fic. 1. The convergence rate and the normalized convergence radius for different values of the
contraction factor v and for legitimate values of the scaled constant step size &.

To analyze the expression of R* and the convergence rate 3,/7, we simplify the ex-
pression as follows. Let k= %, &= aji, and domp- = {(y,a) e R?: vy €[0,00) and & €
(max{0,1 — %}, 1]}. Then for R*, we normalize the expression by r./k. As a result,
we have the convergence rate, rate : domp~ — [0,1), and (normalized) convergence

: * .
radius, R} lizeq : dompg- — R, as

__ va_
1-Avl-a’

respectively. Note that the variable x can be interpreted as an upper bound on the
condition numbers of {f;}v, [12]. The plots regarding the convergence rate (rate)
and normalized convergence radius (R, haizeq) With respect to the scaled constant
step size (&) for some values of v are given in Figures 1(a) and 1(b), respectively.
From (5.6), we can conclude that the states of the regular agents converge geo-
metrically to the convergence region B(x., R*). Furthermore, it is evident from the
inequality (5.6) and Figure 1(a) that as the constant step size « increases, the con-
vergence rate decreases (i.e., the states of regular agents converge faster).
Considering the expression of the (normalized) convergence radius R . ..., in
(5.7), it should be noted that R* is strictly increasing with respect to . In addition,
applying [18, Lemma A.4] and noting that R’ .. . is a continuous function with
respect to @, we can conclude as follows.
e For v €1]0,1), a small constant step size o would yield a small convergence
radius R* (since R*’d:O =0 and R*|a=1 = r¢y/k). Furthermore, we have

R*<R* |o7=1—'v = \T/fg for all valid values of a.
e For v €[1,00), the optimal convergence radius is obtained by choosing o = %
(due to the condition on « in Proposition 5.7) and the corresponding radius

is R* }&: 1= 17\/47“1\/?
Additionally, the explicit characterization of R* in (5.5) also allows us to analyze
its behavior with respect to the (scaled) constant step size & when & is closed to the
respective lower bound.

e When 7€ [0,1) and & approaches 01, we have that R* ~

(57) Tate(77 d) = ﬁ v 1—a and R;ormalized (77 d)

Tc\/g
=7 7
e When v =1 and & approaches 07, we have that R* ~2r.\/k-a" 2.

e When v € (1,00) and & approaches (1 — %)Jr, we have that R* =~

\/1—21-471 where d:d—(l—l).
v v

~ 1
cQz,

2re/K
Y
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Next, recall that * € R? is the minimizer of the function ﬁzmevn fi(x),
which is our objective function (problem (3.3)). Lemma A.5, which is formally stated
and proved in Appendix A.4, informs us that the true minimizer x* is within the
convergence region B(x.,R*), provided a certain condition on v and « holds. This
condition, in fact, aligns with the reduction property of Type-II (see Definition 5.5).
Consequently, the geometric convergence of regular agents to a neighborhood of the
true minimizer x*, as shown in Theorem 5.8, follows directly from applying Lemma
A.5 to Proposition 5.7. However, it is important to note that determining the true
minimizer &* exactly is impossible in the presence of Byzantine agents.

THEOREM 5.8 (convergence). Suppose Assumption 5.1 holds and an algorithm A
satisfies the reduction property of Type-II. If the perturbation sequence c[k] = O(&F),
where § € (0,1) \ {8/}, then it holds that

s [k] — &*|| < 2R* + O((max{By/7, €)F)  for all v; € Vg,

where the convergence radius R* is defined in (5.5).

Before comparing our obtained convergence rate with those in the literature, let
us first assume that the f; are p-strongly convex and have an L-Lipschitz continuous
gradient for all v; € Vg, i.e., i =p and L = L. Since our work is the first to achieve
a linear convergence rate for Byzantine-resilient algorithms under these assumptions,
we compare our results with nonresilient algorithms in the literature that consider
the same assumptions.

To begin, recall that the convergence rate derived from our approach (see Theorem
5.8) is \/7y/1 — ap. For DGD with a constant step size a [42], it has been shown that

the convergence rate is /1 — % . If;—LL Since it is the case that u < L, the best rate

for DGD guaranteed by this work is /1 — %au (which is the case when p < L).

For DIGing [24], representing an algorithm from distributed optimization algorithms
with the gradient tracking technique, it has been shown that the convergence rate is

2/1— %au. Since a smaller rate yields faster convergence, our rate of convergence is

superior to traditional DGD and DIGing (even though they all have the same order
of 1 — O(ap)). These convergence rates are summarized in Table 2.

Remark 5.9. Crucially, even in the absence of Byzantine agents, it is important
to highlight that the states of regular agents within our framework converge to a
neighborhood of x*, as formally affirmed in Theorem 5.8. Notably, this convergence
to a neighborhood stands as a fundamental trait of Byzantine distributed optimization
problems, regardless of the specific algorithms employed [33, 35]. This is in contrast
to algorithms in traditional distributed optimization settings, where convergence to
a neighborhood is an inherent property of the algorithm itself and can be avoided
by changing the algorithm. Consequently, comparing the convergence radius between
Byzantine and non-Byzantine settings may not be suitable.

TABLE 2
Convergence Rates of Algorithms Under Strong Convexity and Lipschitz Gradient Assumptions.

DGD [42] DIGing [24]  Our work (Theorem 5.8)

Convergence rate (lower is better) \/1 - %au \/1 — %au V1I—au
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Our result from Theorem 5.8 offers a different approach to convergence proofs than
those typically found in the literature, which are often designed for specific algorithms.
By focusing on proving the states contraction property (Definition 5.4), rather than
the details of the functions involved, one can save a considerable amount of time and ef-
fort. However, it is worth noting that this approach only provides a sufficient condition
for convergence. There may be resilient algorithms that do not satisfy the property but
still converge geometrically. In fact, finding general necessary conditions for conver-
gence in resilient distributed optimization remains an open question in the literature.

Remark 5.10. The work [36] introduces a contraction property which seems to be
similar to Definition 5.4. However, there is a subtle difference in that their contraction
center is time varying (since it is a function of neighbors’ states) while it is a con-
stant (but depends on algorithms) in our case. However, it is unclear whether their
notion of contraction allows for the proof of geometric convergence, as demonstrated
in Proposition 5.7 and Theorem 5.8.

Having established convergence of all regular agent’s values to a ball that contains
the true minimizer, we now turn our attention to characterizing the distance between
the regular agents’ values within that ball. Given the reduction property in Definition
5.5 (either Type-I or Type-II), we can use (5.5) to derive a bound on the distance
between the values held by different nodes: limsupy, ||x;[k] — x;[k]|| < 2R* for all
v;,v; € Vr. However, this bound is not particularly useful since the right-hand side
quantity can be large. In the next subsection, we will demonstrate that the mixing
dynamics (Definition 5.6) and a constant step size are sufficient to obtain a more
meaningful bound on the approximate consensus.

5.3. Convergence to approximate consensus of states. The following
proposition characterizes the approximate consensus among the regular agents in the
network under the mixing dynamics (Definition 5.6) and a constant step size (proved
in Appendix B.2).

PROPOSITION 5.11. If an algorithm A in REDGRAF satisfies the ({W O[]}, G)-
mizing dynamics property (for some {W® (K]} ke, eea) C SV=l and G € Rsg) and
a =« for all k €N, then there ezist p € R>g and A € (0,1) such that
< apG\d
- 1-A

From the consensus theorem above, we note that max,, ., cvy [|€i[k] — ;[k]|| =
O(a/d) if G does not depend on the constant step size o and the dimension d.

(5.8) limsup ||z;[k] — =, [k]|| for all v;,v; € Vg.
k

Remark 5.12. According to [3], the quantity A € (0, 1) depends only on the network
topology (for each time step) induced by the sequence of graphs {G(W “)[k])} while
the quantity p € R>( depends on the number of regular agents |Vr | and the quantity .

In fact, the states contraction property (Definition 5.4) implies a bound on the
gradient ||g;[k]||co (the formal statement is provided in Appendix B.1) which is one of
the requirements of the mixing dynamics. Thus, we can achieve a similar approximate
consensus result as Proposition 5.11 given that an algorithm satisfies the reduction
property (Definition 5.5) and the associated sequence of graphs for each dimension is
repeatedly jointly rooted as shown in the following theorem whose proof is provided
in Appendix B.3.

THEOREM 5.13 (consensus). Suppose Assumption 5.1 holds and an algorithm A
satisfies the reduction property of Type-1 or Type-II. If the dynamics of the regular
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states can be written as (5.3), where {G(W 9 [k])Yven is repeatedly jointly rooted for
all L€ [d], then there exist p € R>o and X € (0,1) such that

L avyL
2k < 2RV

1-A 1-B8/7

(5.9) limsup ||z;[k] — = D" for all v;,v; € Vg,
k

where r. and (B are defined in (5.2) and (5.4), respectively. Furthermore, if c[k] =
O(&"), where €€ (0,1)\ {B\/7}, then there exist p € R>o and X € (0,1) such that

(5.10) |@i[k] — x;[k]|| < D* + O((max{Bv7,&ANF)  for all v;,vj € Vr.

We refer to D* in (5.9) as the approximate consensus diameter. From (5.10),
we can conclude that the distance between any two regular agents’ states converge
geometrically to the approximate consensus diameter D*. Furthermore, as suggested
by (5.10), for the case that 3,/ > max{{,\}, the distance converges faster as the
constant step size « increases.

To analyze the expression of D*, we simplify the expression as follows. Let
domp« = {(k,7,&) € R® : k € [1,00),v € [0,1) and & € (Q,%], or k € [1,00),7 €
[1,£5)and; a € (1— l ,+]}. Using changes of variables x = % and & = af (as in sub-

section 5.2) and then normahzlng the expression by 2 T”@, we have the (normalized)

approximate consensus diameter D} . .. . :domp+« —R>o defined as

. . - VHEYQ - —
(5'11) Dnormalized(ﬁj7 s a) = ko (1 + 17\/’7—1\/? = Ha(l + K- Rnormalized):

where R} ... 4 is the (normalized) convergence radius defined in (5.7). It can be
noted that D} .. 4 isstrictly increasing with both x and . However, D*_ .. . 1is
neither an increasing nor decreasing function with respect to &. The plots between the
(normalized) approximate consensus diameter D} . . and the (scaled) constant
step size & for some values of k and ~ are given in Figures 2(a) to 2(c). The plots
suggest that for v < 1, small constant step sizes « provide small approximate consensus
diameters D* while large constant step sizes a may be preferable in the case that v > 1.
Additionally, by applying the approximation of R* from subsection 5.2 to (5.11),
we obtain insights regarding the dependence of the approximate consensus diameter
D* on the (scaled) constant step size & as shown below.
e When v € [0,1) and & approaches 07, we have that D* ~ £2e® :\/E
2prcn§f

e When v =1 and & approaches 07, we have that D* ~

(Normalized) Consensus Diameter for g=1.5 (Normalized) Consensus Diameter for o'=2 (Normalized) Consensus Diameter for o=3

02 o [ 02 03 02 03 [ os o6
(scaled) Constant Step-size & (Scaled) Constant Step-size & (Scaled) Constant Step-size &

(a) Kk =1.5. (b) k=2. (c) k=3.

FIG. 2. The (normalized) approximate consensus diameter DY . . for different values of
the contraction factor v and for legitimate values of the (scaled) constant step size &.
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e When v € (1,00) and & approaches (1 — %)*, we have that D* ~ f’f/{ 4.

a
(k(1=1))%-a7!, where a=a—(1—-1).

Remark 5.14. In fact, the states contraction property (Definition 5.4) implicitly
relates to network connectivity, where connectivity assures the states’ contraction
property for nonfaulty cases. In such cases, network connectivity conditions suffice
to achieve both convergence and consensus, as evidenced in [42] and [24]. However,
in Byzantine scenarios, the states’ contraction depends not only on connectivity but
also on filter properties specific to each resilient algorithm. Our work introduces the
states contraction property (Definition 5.4) to capture the desired characteristics of
resilient algorithm filters, while the mixing dynamics property (Definition 5.6) aims
to capture network connectivity (associated with the equivalent dynamics of regular
agents). However, Theorem 5.13 presents a set of assumptions that lead to both
the convergence and consensus results (even though the convergence result does not
require the repeatedly jointly rooted assumption).

5.4. Implications for existing resilient distributed optimization algo-
rithms. We now describe the implication of our above results (for our general frame-
work) for the specific existing algorithms discussed in subsection 4.3: SDMMFD
[20, 21], SDFD [21], CWTM [35, 33, 34, 9, 44, 7], and RVO [28, 1]. In particu-
lar, we show that the algorithms satisfy the states contraction (Definition 5.4) and
the mixing dynamics (Definition 5.6) properties with different quantities which are
determined in the following theorem.

Before stating the theorem, recall that d € Z4 is the number of dimensions of
the optimization variable z in (3.3). For SDMMFD and SDFD, let y[oo] € R? be the
point such that limy_,~ y;[k] = y[oo] for all v; € Vg. Such a point exists due to [21,
Proposition 1].

Additionally, recall that F' € Z, is the parameter in the F-local model (Assump-
tion 5.2). Since the step in RVO depends on a specific implemented algorithm, we
assume that there exists a function p : Z4 x Z4 — Z4 such that if the graph G is
p(d, F')-robust then the step in RVO returns a nonempty set of states.

THEOREM 5.15. Suppose Assumptions 5.1-5.3 hold, a, =« for all k €N, and r,
and 8 are defined in (5.2) and (5.4), respectively. Let {0[k]} ={0}ren.
o If G is ((2d + 1)F + 1)-robust then there exists c1,c2 € Rx>o such that the
SDMMFD from [20, 21] satisfies the (y[oo],1,{2c1e~2*})-states contraction
property and there exists {W(Z) (K]} ken,eca C SRl such that the algorithm

satisfies the ({W'9[k]}, G)-mizing dynamics property with G = r,L(1+ @)
o IfG is (2F +1)-robust then there exists c1,co € R>q such that the SDFD from
[21] satisfies the (y[oo], 1,{2c1e~2*})-states contraction property.
e IfGis (2F +1)-robust then the CWTM from [35, 33, 34, 9, 44, 7L satisfies the
(¢*,d, {0[k]})-states contraction property and there exists {W ¢ (K]} ken,eeld)
C SRl such that the algorithm satisfies the ({W O[]}, G)-mizing dynamics

property with G =r.L(1 + 1_‘;‘\%).

o If G is p(d, F)-robust then the RVO from [28, 1] satisfies the (c*,1,{0[k]})-
states contraction property and there exists {W(E) (K]} ren,ecia) € SRl such
that the algorithm satisfies the ({W O [k]}, G)-mizing dynamics property with

G=rcl(1+¥25).
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We provide an outline of the proof of Theorem 5.15 here, omitting the full details
which can be found in [18]. To establish the states contraction property for each
algorithm, we proceed as follows:

e For SDMMFD and SDFD, we combine the results from [21, Proposition 1]
and [21, Lemma 2].

e For CWTM, we apply the results of [35, Proposition 5.1].

e For RVO, we manipulate the equation (4.4) to derive the required result.

To demonstrate the mixing dynamics property for each algorithm (specifically for
SDMMFED, CWTM, and RVO), we proceed as follows:

e For both SDMMFD and CWTM, we rewrite the dynamics of the regular
agents as in (5.3), utilizing [35, Theorem 6.1].
e For RVO, we similarly rewrite the dynamics of the regular agents using (4.4).

Next, we employ [35, Lemma 2.3], given the robustness conditions, to establish
repeated jointly rootedness for the corresponding graph sequences. Finally, we deter-
mine the constant G in Definition 5.6 for each case by substituting the corresponding
contraction factor v into (B.2) (from Lemma B.1).

Now, we consider bounding the distance r¢, as defined in (5.2). It is worth noting
that the constant r. appears in two important quantities: the convergence radius
R* and approximate consensus diameter D* defined in (5.5) and (5.9), respectively.
In fact, r. can be upper bounded by a quantity depending on the diameter of the
minimizers of the regular agents’ functions r* defined in subsection 5.1. The formal
statement is provided below while the proof is provided in Appendix C.1.

LEMMA 5.16. Suppose Assumption 5.1 holds and for the initialization step of
SDMMFD and SDFD, there exists € € R>q such that |&; —x}||cc < €* for allv;, € V.
e For SDMMFD and SDFD, we have r. <\d(r* + €*) 4+ r*.
e For CWTM and RVO, we have r. <r*.

Applying the lemma to (5.5), we can conclude that the convergence radius R* is
O(Vdr*) for SDMMFD and SDFD, and O(r*) for CWTM and RVO. Even though
[35, 21] consider different set of assumptions, they also obtain the linear dependency
on r*. To achieve a convergence radius of o(r*), additional assumptions are required,
as evident from [39, 7, 11]. We conjecture that O(r*) may be an optimal characteristic,
applicable to both convex cases (under bounded gradient assumptions) and strongly
convex cases (under Lipschitz gradient assumptions). This assertion arises from the
inherent ambiguity in determining the minimizer of the collective sum of all local
functions, as discussed in [16, 17, 19, 43]. Still, the question regarding a tight lower
bound on the convergence radius for the general case (whether how it depends on r*,
fi, and L) remains an open problem.

Remark 5.17. It is worth noting that the algorithms proposed in [2] and [29] do not
satisfy the states contraction property (Definition 5.4). However, in fact, they satisfy
inequality (5.1) with the perturbation term being bounded by a constant, and thus it is
not difficult to use our techniques to show that they geometrically converge to a region
with the contraction center x, but the region has the radius greater than R* given

n (5.5). On the other hand, the algorithms in [10, 6] do not satisfy the contraction
property and may require other techniques to establish convergence (if possible).

Having proved the states contraction and mixing dynamics properties of the al-
gorithms from [35, 33, 34, 9, 44, 7, 20, 21, 28, 1], from Theorem 5.8, we can deduce
that under certain conditions on the graph robustness and step size oy, the states of
the regular agents geometrically converge to the convergence region with x. and ~
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determined by Theorem 5.15. On the other hand, from Theorem 5.13, we can deduce
that the states of the regular agents geometrically converge together at least until the
diameter reaches the approximate consensus diameter D* (where the parameters .
and 7 depend on the implemented algorithm).

To the best of our knowledge, our work is the first to show the geometric con-
vergence results and characterize the convergence region for the resilient algorithms
mentioned above. Thus, our framework, defined properties, and proof techniques pro-
vide a general approach for analyzing the convergence region and rate for a wide class
of resilient optimization algorithms.

6. Numerical experiments. We now present numerical experiments to illus-
trate the behavior of the algorithms discussed in subsection 4.3. Using synthetic
quadratic functions, we investigate the geometric convergence properties of these al-
gorithms and analyze how step size affects both convergence rates and final outcomes.*

In particular, we focus on quadratic functions with two independent variables as
the local cost functions, primarily due to the computational bottleneck posed by RVO.
The network comprises 40 agents and is modeled as an 11-robust graph. We implement
the F-local adversary model, setting F' = 2. Each Byzantine agent transmits a random
vector to its regular neighbors, designed to closely resemble other received vectors,
increasing the likelihood of bypassing the filter applied by regular agents. For all
algorithms (SDMMFD, SDFD, CWTM, and RVO), a constant step size of either
a=0.02 or a=0.04 is used.

Keeping the network structure, local functions, and Byzantine agent identity con-
sistent, we perform four independent runs of the experiment for each algorithm to
account for the stochastic nature of adversary behavior and variability in the initial-
ization of state and auxiliary vectors. The results, reported as the mean and standard
deviation of key metrics, are averaged over all runs.

Let z[k] = ﬁ > v, vy Tilk] be the average of the states over regular agents at
time step k. In Figure 3(a), each solid curve represents the Euclidean distance from
the average state to the true minimizer, i.e., ||€[k] —x*||, while the dotted line labeled
min_local denotes the minimum Euclidean distance from the minimizers of the local
functions to the true minimizer across all regular agents, i.e., min,,cyy, ||z} — z*|.
In Figure 3(b), each solid curve corresponds to the optimality gap computed at the
average state, i.e., f(Z[k]) — f*, and the dotted line labeled min local indicates the
minimum optimality gap computed at the local function minimizers among all regular
agents, i.e., min,, ey, f(x}) — f*. In Figure 3(c), each solid curve represents the
maximum Euclidean distance between the states of any two regular agents (regular
agents’ diameter), i.e., max,, »;evg ||Zi[k] — ;[k]||. In Figures 3(a) to 3(c), the solid
curves are the means over all experiment rounds, and the shaded regions represent a
+1 standard deviation from the means.

As we can see from Figure 3(a), for both cases, a = 0.02 and « = 0.04, the dis-
tances to the true minimizer drop at geometric rates in the early time steps. However,
in the later time steps, these distances remain relatively stable, albeit with slight oscil-
lations of small magnitudes. This behavior corresponds to the regular nodes’ states en-
tering the convergence region. Furthermore, it is notable that the convergence rates of
all algorithms decrease, indicating faster convergence as the constant step size a tran-
sitions from 0.02 to 0.04, which aligns with the predictions from Theorem 5.8. Still,
for each algorithm, the distances to the minimizer at later time steps are similar for

40ur code is available at https://github.com/kkuwaran /resilient-distributed-optimization.
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Distance to the Minimizer at Each Time-step (a = 0.02) Distance to the Minimizer at Each Time-step (a = 0.04)
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(a) The Euclidean distance from the average of the regular agents’ states to the true mini-
mizer ||& — x*|| for each algorithm.
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(b) The optimality gap evaluated at the average of the regular agents’ states f(&) — f* for
each algorithm.

ot Regular States Diameter at Each Time-step (a = 0.02) 100 Regular States Diameter at Each Time-step (a = 0.04)
—— SDMMFD
—— SDFD
— CWTM
— RVO

—— SDMMFD
—— SDFD
—— CWTM
— RVO

Regular States Diameter
Regular States Diameter
g

0 20 40 60 80 100 0 20 40 60 80 100
Time-step, k Time-step, k

(¢) The maximum Euclidean distance between two regular agents’ states (regular states’
diameter) max,, v;evy @i — ;| for each algorithm.

F1G. 3. The plots show the results obtained from SDMMFD (blue), SDFD (orange), CWTM
(green), and RVO (red) for given constant step sizes ao=0.02 (left) and av=0.04 (right).

both constant step sizes. Analogous patterns can be observed in the optimality gaps,
mirroring the trends seen in the distance to the minimizer, as illustrated in Figure 3(b).

In Figure 3(c), representing the diameters of the regular states, it is important
to note the shorter time horizon for the time step k. The diameters initially drop
at a geometric rate during the early time steps, followed by relatively stable values.
A slightly faster convergence can be observed for higher (constant) step sizes, with
the values ceasing to drop at around k = 60 for @ = 0.02 and k = 40 for o = 0.04.
Additionally, the diameter at later time steps is evidently higher for larger step sizes
compared to smaller ones. These results align well with the discussion in subsection
5.3 regarding approximate consensus, particularly Theorem 5.13 and Figure 2.
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It is noteworthy that, even though Theorem 5.15 implies a contraction factor of
v =d for CWTM (with d = 2 in this case), and v = 1 for SDMMFD, SDFD, and
RVO, for most of the time steps in this experiment, the states contraction property
(5.1) for all algorithms holds with ~ approximately less than 1. The insensitivity
of distances to the minimizer at later time steps with respect to the step size « is
attributed to the flat region observed in Figure 1(b), corresponding to v < 1. In
conclusion, the observed behaviors of all considered algorithms concerning the step
size are comprehensively explained by the theories presented in section 5.

From Figures 3(a) and 3(b), we observe that although some algorithms exhibit
worse distances to the minimizer compared to the local minimizers (i.e., comparing
the solid curves to the dotted line), all algorithms are likely to achieve better opti-
mality gaps than the local minimizers. Notably, all local minimizers fall within the
convergence region B(x., R*). Additionally, when comparing the algorithms, SDFD
shows higher uncertainty regarding distances to the minimizer and optimality gaps
due to its vulnerability to hostile state vectors. Interestingly, RVO might have a higher
effective contraction factor v for this experiment, resulting in slower convergence and
worse final values compared to the others across all metrics, as shown in Figure 3.

7. Conclusions. In this work, we considered the (peer-to-peer) distributed op-
timization problem in the presence of Byzantine agents. We introduced a general re-
silient (peer-to-peer) DGD framework called REDGRAF which includes some state-of-
the-art resilient algorithms such as SDMMFD [20, 21], SDFD [21], CWTM [35, 33, 34,
9, 44, 7], and RVO [28, 1] as special cases. We analyzed the convergence of algorithms
captured by our framework, assuming they satisfy a certain states contraction prop-
erty. In particular, we derived a geometric rate of convergence of all regular agents to
the convergence region under the strong convexity of the local functions and constant
step-size regime. As we have shown, the convergence region, in fact, contains the true
minimizer (the minimizer of the sum of the regular agents’ functions). In addition,
given a mixing dynamics property, we also derived a geometric rate of convergence
of all regular agents to approximate consensus with a certain diameter under similar
conditions. Considering each resilient algorithm, we analyzed the states contraction
and mixing dynamics properties which, in turn, dictate the convergence rates, the size
of the convergence region, and the approximate consensus diameter.

Future work includes developing resilient algorithms satisfying both the states
contraction and mixing dynamics properties which give fast rates of convergence as
well as a small convergence region and small approximate consensus diameter, identi-
fying other properties for resilient algorithms to achieve good performance, analyzing
the convergence property of other existing algorithms from the literature, considering
nonconvex functions with certain properties, and establishing a tight lower bound for
the convergence region.

Appendix A. Proof of convergence results in subsection 5.2.

A.1. Convex functions. From [45], an equivalent definition of a p-strongly
convex differentiable function f is as follows: for all 1, x5 € R?,

(A1) (Vf(x1) = Vf(z2), &1 — 22) > pllz1 — x|

We will use the following useful result from [45] regarding the convexity and
Lipschitz gradient of a function.
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LEMMA A.1. If f is convex and has L-Lipschitz gradient then for all 1, x5 € R?,

(A.2) f(@1) = f(@2) +(Vf(@2), 21 — 2) + %va(wl) — V(=)
and

(A.3) f(@1) < f(m2) +(Vf(z2), 1 — T2) + g”ﬂf‘l — x5*.

A.2. The reduction property implication. We first introduce the following
lemma which is useful for deriving the convergence result (Proposition 5.7).

LEMMA A.2. Suppose Assumption 5.1 holds. If an algorithm A in REDGRAF
satisfies the reduction property of Type-I or Type-II, then 3,/ <1.

Proof. In the first case, where v € [0,1) and ak =€ ( ,L], we have BV =
V7 V1—afi<1. In the second case, since v € [1, ; ) we have that 0 < = ( %) < f
which indicates that setting the step size ap = « e ( (1 — %),%] is valid. Since

(1 — ;) we also obtain that 8\/y=,/7-v1— < 1. For both cases, we have

that B\f<1 ]

A.3. Proof of Proposition 5.7. We refactor Proposition 5.7 into Lemmas A.3
and A.4 where Lemma A.3 mainly captures the final convergence radius and Lemma
A4 captures the convergence rate.

LEMMA A.3. Suppose Assumption 5.1 holds. If algorithm A in REDGRAF sat-
isfies the (x.,7,{c[k]})-states contraction property (for some x. € R%, v € R>q, and
{c[k]}ken CR) and a, = € ( ] then for all k € N and v; € Vg,

k—1
la2i (k] — 2.l < (ByA)* Jmax |la[0] — x|+ 8 (ByA) ek — s —1]
s=0

k—1
(A.4) +reVaL S (By7)
s=0

where r. and B are defined in (5.2) and (5.4), respectively. Furthermore, if A satisfies
the reduction property of Type-I or Type-II, then it holds that

x H<T07 Val
NG

Proof. Consider a regular agent v; € Vg. Since z;[k + 1] = &;[k] — ayg,[k] from
(4.1), we can write

(A.5) limsup ||x;[k] — for all v, € Vg.
k

(A6)  ailk+1] = o] = |@:[k] — e ]|* — 2(Zi[k] — e, ang,[k]) + oillg: [k,

Since f; is p;-strongly convex (from Assumption 5.1), from (3.1) we have that —(&;[k]
—xc,g;k]) < (filwe) — fi(@[k])) — &-[|@[k] — zc||*. Substituting this inequality into
(A.6) we get

llaeilk +1] = ae|* < (1 — apaa) [&:[K] — e || + il g k]|
(A7) + 2ax(fi(ze) = fi(@i[K]))-

Since f; has an L;-Lipschitz gradient (from Assumption 5.1), from (A.2) we have that
llg;[K]I1* < 2L;(fi(z:[k]) — fi(z})). Substituting this inequality into (A.7) yields
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ik + 1] = e |* < (1= apaa) [2i[K] — e |* — 20k (1 — L) fi(@:[k])
(A8) — 2akL1f1( 7,) + 2C¥kfi(iL'C).

Since f; has an Li—Lipschitz gradient (from Assumption 5.1), from (A.3) we have that
fixe) < fi(x?) + L ||, Substituting this inequality into (A.8), we obtain

ik + 1] — wC||2 (1 — agpi)llz:[k] — 330H2
— 203, (1 — a Li) (fi(@:[k]) — fi(2})) + arLif| e — |-

Since ay =a € (0 } L; < L and p; > [i, the above inequality implies that

M

(A.9) ll2zilk + 1] = @el|* < (1 — aja) |2 [k] — zc||* + aL|zc — 2] |,
Since the algorithm A satisfies the (x.,~, {c[k]})-states contraction property given in
(5.1), (A.9) becomes
2
laalh 41— el < (1 — ) (V7 max s 4] — el + clf]) + ack max [z — 5%
’U]'EV'R vj EVr

which implies that
lilk + 1) — el < 7+ V1 — i max |z [k] — x|

1 —ajic[k] + V aL max ||mc—;cj||
v; EV:

Recall the definition of r. and S from (5.2) and (5.4), respectively. Since the above
inequality holds for all v; € Vg, taking the maximum over v; € Vg yields

max ||z;[k + 1] — x| < B/ Hg}x le;i[k] — xc|| + Belk] + eV al.
Vi R

vV EVR

Unfolding the recursive inequality above, we obtain that

Jnax (| (k] — el < (By/)* max [la:{0] - |
k—1

+8 Z(ﬁxﬁ)sdk —s—1+r.VaL Y (By7)°
s=0 5—0

which completes the first part of the proof.

Consider the second part of the lemma. Since the algorithm A satisfies the re-
duction property of Type-I or Type-II, from Lemma A.2 we have that 8,/ < 1.
Considering the right-hand side (RHS) of (A.4), since limy_, o0 E’;:O (By/7)* is finite,
using [18, Corollary A.3], we have

k—1 k—1
tin [roV/aL Y (5) + 83 (5yA) clk - - 1

s=0 s=0

+ (3" e o =l | = 125

The result (A.5) follows from taking limsup,, on both sides of (A.4) and then applying
the above equation. ]
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LEMMA A.4. Suppose Assumption 5.1 holds and an algorithm A in REDGRAF
satisfies the reduction property of Type-I or Type-I1. If the perturbation sequence c[k] =

O(&F) with £ € (0,1)\ {87}, then
(A.10) llei[k] — x| < R* + O((max{ﬁﬁ,f})k) for all v, €Vg.

Proof. Consider the second term on the RHS of (A.4). Since c[k] = O(&¥), we
obtain that

B3 (Bvyelh—s— 1) (f’“ 1Z(ﬁf))

s=0
= 7(ﬁf) — = max k
_o( W )—o« {Bv7.€1").

Using the above equation and the fact that 7.V oL - Z’:;é (By7)® < R*, we have that
(A.4) implies (A.10). |

A.4. Convergence region containment of the true minimizer.

LEMMA A.5. Suppose Assumption 5.1 holds, and let * be the minimizer of the
function (3.3). For a given vector x. € R%, if r, = maxy,evy, ||[@c — @} ||, then x* €
B(x., %r ). Furthermore, if v € [1 ’ﬁ) and o € ( (1- 7) %], then x* € B(x., R*).

Proof. Suppose z is a point in R? such that ||z —z.| > %7‘0. In order to conclude
that «* € B(x., %rc), we will show that >_ ., Vfi(x)#0.

In the first step, we will show that cos Z(V f;(z),x — x.) > 0 for all v; € V. For
a regular agent v; € Vg, consider the angle between the vectors € — . and © — x;.
Suppose r. > 0; otherwise, we have that Z(x — .,z — x}) = 0. Using Lemma A.1
from the arXiv version of [21], we can bound the angle as follows:

L —xe,x—xf) < max L(x— X, x—xp)
zoEB(Tc,Tc)

(A.11) = arcsin (L> < arcsin (g)

& — | L
On the other hand, for a regular agent v; € Vg, since f; is p;-strongly convex, from
(A.1) we have that (Vfi(x), — x) > w;||z — z}||? which is equivalent to
(A.12) IV fi(@)l|cos Z(V fi(), 2 — a7) > pul|lx — 27 ].
Since f; has an L;-Lipschitz gradient, from (3.2) we have that ||Vf1( M < Lil|lz—x||.
Substitute this inequality into (A.12) to obtain cos Z(V f;(x), —x]) = £+ > & which

implies that
(A.13) L(Vfi(z),x — x}) < arccos (%)

Using (A.11) and (A.13), we can bound the angle between the vectors V f;(x) and
x — x, as follows:

L(Vfi(x),x —x.) <LV fi(x),x —x}) + L(x — Tc, x — )
T

< arccos (g> + arcsin (M) =—,
L L 2
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where the first inequality is obtained from Corollary 12 in [4]. This means that
cos Z(Vfi(x),x —x;) >0 as desired.

In the second step, we will show that ||V f;(x)]| > 0 for all v; € V. For a regular
agent v; € Vg, consider the lower bound of the gradient’s norm ||V f;(x)|| in (A.12)
which implies that

IV fi(@)|| > pille — 27| > i (| — e || = [|2F — ze]])-

Since ||& — x| > %rc, the above inequality becomes

L . .
IVfi(®)] > (,:LJ%’; [@F — || — |2 —ivc||> >0,

where the second inequality is obtained by using L> b
In the last step, we will show that > Vfi(x) # 0. Consider the following
inner product

v; EVR

< > Vfi(ﬁﬂ)’x—wc>=||w—wcll > IVHi@)llcos £(V fi(m) & — zc)-

v;EVR viEVR

Since ||V fi(z)] > 0 and cos Z(V fi(x),x — z.) > 0 for all v; € Vg, and || — z.| > 0,
we have that (Y-, oy, Vfi(z),2 — @) > 0. This implies that -, .\, Vfi(z) # 0
which completes the first part of the proof.

For the second part of the lemma, in order to conclude that * € B(x., R*), we
will show that %7"5 < R*, where R* is defined in (5.5). Since v > 1, we have that

s e alL

“1-1—ai

Multiplying 1+ +/1 — i to both the numerator and denominator of the RHS of the
above inequality, we obtain that

. E( 1 N 1 1)
2T\l =\ —F7—= — — .
pA\Vap ovfi

, we can bound R* as follows:

e E(Ee ) e (B ()

Since L > 1, we obtain that R* > %rc which completes the second part of the proof. O

=t

Since o < + implies that == >
L «

=

=t

Appendix B. Proof of consensus results in subsection 5.3.

B.1. Bound on gradients. As we have claimed in the main text, the states
contraction property (Definition 5.4) implies a bound on the gradient ||g;[k]||co- The
following lemma formally illustrates this fact.
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LEMMA B.1. Suppose Assumption 5.1 holds. If an algorithm A in REDGRAF
satisfies the (x.,7,{c[k]})-states contraction property (for some x. € RY, v € Rxq,
and {c[k]}ren CR) and ap =« € (0, %], then for all k € N and v; € Vg,

ol < L7 (33 0] - ]

k—1 k—1
(B.1) +BY (ByA) ek —s—1]+r.Val Z(ﬂﬁ)ﬂ + Le[k] 4+ reL,
s=0 s=0

where r. and B are defined in (5.2) and (5.4), respectively. Furthermore, if A satisfies
the reduction property of Type-I or Type-1I, then it holds that

N \/ ayL
B.2 lim su ilEllloo LT L 14+ ——— or all v; € Vg.
(B.2) kpllgHH ( l—ﬁﬁ) f R
Proof. Consider a time step k € N, and a regular agent v; € Vg. We can write
[€[k] — 7| < (|23 [k] — @]l + |27 — 2]

Since the algorithm A satisfies the (x.,~, {c[k]})-states contraction property, applying
(5.1) to the above inequality yields

(B.3) l2ilk] — 27|l < vy max [|la;[K] — ze]| +clk] + re,

where 7. is defined in (5.2). Since g,[k] = V fi(@;[k]), using Assumption 5.1 we can
write
lg: (k)| = IV fi(@i[k]) = V fu(])|| < L& [K] — 2.

Substituting (B.3) into the above inequality and using the fact that ||g;[k]|lcc <
llg;[k]|l, we obtain that

(B.4) gkl < fiﬁvng;; l22j (k] — el + Le[k] + rc L.

Substituting (A.4) from Lemma A.3 into the above inequality yields (B.1).
To show the second part of the lemma, taking limsup,, to both sides of (B.4), we
have that

limsup ||g; k]| oo < Ly/7 limsup max ||z;[k] — x|/ + L lim c[k] +r.L.
k k v; EVR k— o0

Using (5.5) from Proposition 5.7 and limy_, c[k] = 0 yields the result (B.2). 0

B.2. Proof of Proposition 5.11. Here, we present a more general version of
Proposition 5.11 which will be used to prove Theorem 5.13.

PROPOSITION B.2. If an algorithm A in REDGRAF satisfies the ({W O[]}, G)-
mizing dynamics property (for some {W® (K]} ke, eeq) C SV=l and G € Rsg) and
a =« for all k € N, then there exist p € R>g and X € (0,1) such that for all k € N
and v;,v; € VR, it holds that

k—1
' AR < k k—s—1 .
(B5) flwilk] — ;4] < pvd (A e 0 0 oN e grwnw)
Furthermore, there exist p € R>o and X € (0,1) such that

apGd
1—A

(B.6) limsup ||x;[k] — x; [k]|| < for all wv;,v; € Vg.
k
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Proof. Consider a time step k € Z4 and a dimension ¢ € [d]. Since the algorithm
A satisfies the ({W¥[k]}, G)-mixing dynamics property in (5.3), we have that

(B.7) O] =WOlk — 12Ok — 1] — 190 [k — 1].

For s,t € N, let

) O —11...w® if >
qj(@[t’s]:{w (WO —1].-- WO[s] if t> s,

if t<s,
We can expand (B.7) as follows:

k—1
(B.8) 2Ok =8Ok —1,020[0] = 3 0, @[k — 1,5+ 1)g“)[s].
s=0

Let q¥(s) € RIVRl be such that limy_.o ®9[t,s] = 1¢OT[s], and let =D [k] =
1¢07 (k] [k]. We can write

I ® 18] — 2 e = || (= 1497 [1]) 2 k]|

o0

Applying (B.8) to the above equation, we obtain that

2 k] — 2 [K][|c < [| @k —1,0] = 14T [0][| [l [0]]| o

k—1
(B.9) + 3 (@@~ 1,5 4+1] = 1697 [s + 1]] g “ls] < )

From Proposition 1 in [3], we have that there exist constants p’ € R>o and A € (0,1)
such that for all £ >s>0,

|8k — 1,5~ 1qOT[s] | <p/N
o0

Thus, applying the above inequality, (B.9) can be bounded as

k—1

(B.10) 12 Tk] = 2O [K] [l oo < 9N (|2 [0] [l oo + Y asp N Ig O] oo
s=0

Since o, = o for all s €N, and for s €N, ¢ € [d], and 2 [s] = 2 [s] or g(O[s],

(0) < — .
1257 8]l oo %%Jg)gz 'Js] ax ||is]] e

the inequality (B.10) becomes

k—1
(B.11) (|2 1k] — 2 [K] o <P/\k Jnax [|z:[0]lloo + o’ DA ax |g;[s]lloo-
s=0

Let 2(9[k] = ¢OT [k]zD[k]. For v; € Vg, we can write

(K] — [k IMZW) |2<¢Z||m<f> |- 2O[k]I2,.

Leld] Leld]
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Using the above inequality, we have that for all v;,v; € Vg,

i k] — a0 [R]|| < | [k] — (k][] + [l (K] — 2 [k][| <2 [ > 2Ok — 2OK]|%,.
¢eld]

Substituting (B.11) into the above inequality and letting p = 2p’, we obtain the result
(B.5). Taking limsup,, to both sides of (B.5), we have
k—1
limsup || [k] — 2;[k]|| < apVd hmsupZ)\k sl Joax lg.-[8]]l oo
k ko

Since for all v, € Vg, we have limsupy, ||g, [k]||cc < G from Definition 5.6 and limj_,
E’;zo A= 15 using [18, Lemma A.2], the above inequality becomes (B.6). O
B.3. Proof of Theorem 5.13.

Proof of Theorem 5.13. From the inequality (B.2) in Lemma B.1, we have that
the algorithm A satisfies the ({W ¥ [k]}, @)-mixing dynamics property with

G=r.L|1 L
=rl{1+—— .
=By
Substituting G into (5.8) in Proposition 5.11 yields the result (5.9).
To show the second part of the theorem, consider the expression in the square
bracket of (B.1). Since c[k] = O(¢¥) and ¢ € (O D\ {8/}, we have that

(5v3)* mas lls[0) — | B By el — s 14 rVal S (37
=0 s=0

<R*+ O((maX{ﬁﬁvf})k)’_

where R* is defined in (5.5). Substituting the above inequality into (B.1), we obtain
that for all v; € Vg,

lgilkllloo < Ly [R* +O((max{8y/7,€D)")] + O(E") +reL

= R*L\/ +rcL + O((max{By7,£})F).
Substituting the above inequality into (B.5) in Proposition B.2, we have that there
exist p € R>¢ and A € (0,1) such that for all v;,v; € Vg,
ol )
ok~ 21 < pVa| OO + 25 (e )
k—1
(B.12) +a > Ao (max{By7,€1)7) |-
s=0
If A =max{f3,/7,£}, we can replace A in (B.12) with ' = X\ + ¢, where e € (0,1 — X).
Thus, without loss of generality, there exist p € R>g and A € (0,1) \ {max{8/7,£}}
such that for all v;,v; € Vg, the inequality (B.12) holds. Consider the last term of
(B.12). Since X # max{3,/7,&}, we have that

k—1

D ANTTO((max{8y7,€1)7) = O((max{By/7,€, A1)
s=0
Substituting the above equality into (B.12) yields the result (5.10). ad
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Appendix C. Proof of algorithms results in subsection 5.4.

C.1. Proof of Lemma 5.16.

Proof of Lemma 5.16. First, consider the case where the regular agents follow
SDMMFD or SDFD [20, 21]. From Proposition 1 in [21], we have that for all ¢ € [d],

(C.1) y(e)[oo] S [ min yf )[O], max yq( )[0]].

v €VR v;EVR

Since in the initialization step, we set y,;[0] = &; for all v; € Vg, we can rewrite (C.1) as

y O [o0] € [ min :%:(Z), max &, +(t )]
v;EVR v, EVR

Using the above expression, we can write

C.2 () 0 < (0 _ (0
(C2) y'[oo] — Jnax & —c

et vy € Vr be an agent such that x =maX,, ey, L, . We can rewrite inequality
L Vr b h that 2" ey i1 W ite i li
(C.2) as

y(é) [00] — 0 < (@(e) _ x;(é)) + (x:f,(Z) . C*(fz)).

Since ||&], — &} ||oo < €* and ||z}, —c*|| < r* from the definition of ¢* and r*, the above

inequality becomes

|y(€) [OO] f)| < A*(E) (€)| + |x*(£) *(4)| <o,
Applying the above inequality, we have that
(C?)) ||y[ —c ||2 Z |y(€ _ C*(f)‘Q < d(?"* +€*)2.

eld)

Consider a regular agent v; € Vr. Using inequality (C.3) and the definition of ¢* and
r* (defined in subsection 5.1), we obtain that

lz; —yloo]l| < & — €[ + e* — yloo]| < V(r* +€) +r".

The result follows from noting that @, = y[oo] for SDMMFD and SDFD.

Now, consider the case where the regular agents follow CWTM [35, 33, 34, 9, 44, 7]
or RVO [28, 1]. Since in this case, &, = ¢*, the result directly follows from the
definition of ¢* and r*. ]
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